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Security requirements for application level firewall
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GB/T 9387.2—1995 2
11 user
1.2 authorized administrator
.1.3 host
1.4 trusted host

7.1.2.3,
1.5.2,
. . L
] . 7.1.1.3,
( ) o
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4

1.1

BN Bi7 oK S R

, o ( :FTP.Telnet).

(A.SINGLEPT)

(A.SECURE)

(A.COMMS)
(A.USER)

(A.NOEVIL)

b

(T. LACCESS)

),
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(T.ISPOOF)

(T.NATTACK)

b b

(T. AUDIT)

(T. DCORRUPT)
(T.AUTH)
( ) ,

(T.INSHARE)

(T.INALL)
(T.SERVICES)
( , HTTP)
(T.PRIVACY)
(0. ACCESS)
( ) ( ) )

(O. ADMIN)

(0. ACCOUNT)
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o

6-1.4 (O.PROTECT)
6.-1.5 (0. AUDIT)
6.2
6.2.1 (O.INSTALL)
6.2.2 (O.PACCESS)
6-2-3 (O. TRAIN)
7
7.1
1;
1

FDP _ACC.2

FDP ACF. 4

FDP AFC.2

FDP _RIP. 3

FDP SAM. 1

FDP SAQ.1

FIA ADA.1

FIA ADP. 1

FIA AFL.1

FIA ATA.1

FIA ATD.2

FIA UAU.1

FIA UAU.?2

FIA UID.2

FCS COP.2
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1(
FPT RVM.1
FPT SEP.1
FPT TSA.2
FPT TSM.1
FAU GEN.1
FAU MGT.1
FAU POP.1
FAU PRO.1
FAU SAR.1
FAU SAR.3
FAU STG.3
7-1.1 (FDP)
7-1.1.1 (1)(FDP _ACC. 2)
FDP ACC. 2.1
a) [ : 1;
b) [ : 13
[ (SFP)
FDP ACC. 2.2
7.1.1.2 (2)(FDP _ACC. 2)
FDP ACC.2.1
a) [ : 1;
b [ : 1;
[
FDP ACC. 2.2
7-1.1.3 (FDP _ACF. 4)
FDP ACF. 4.1
a) [ 1;
b) [ 13

FDP ACF. 4.2
a) [ 1
b) [ 1

ol
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7-1.

7-1.

7-1.

7-1.

7-1.

7-1.
7-1.

6

1.4

FDP

FDP

a) [
b) [
o) [
d [
1.5

FDP _

/

FDP _

a) [
b) [
c) [
d [
1.6

FDP

1.7

FDP _

a)

ACF. 2.1
)
ACF. 2.2

ACF. 2.1
),
ACF. 2.2

RIP. 3.1

SAM. 1.1

(1)(FDP _ACF. 2)
L

(2)(FDP _ACF.2)
[ ID. .
( .FTP STOR/RUT)]

(FDP _RIP. 3)

b

(FDP SAM. 1.FDP SAQ.1)

(FDP SAM. 1)

b)

a) [

b) [FDP ACF. 2

o) [
1.8

FDP

a)

(

SAQ. 1.1

b)

a) [FDP ACF.?2

b) [
c) [
2

2.1

iE
P

1s
1,
(FDP SAQ. 1)
13

(FIA _ADA. 1D

Ly
°

L L
o
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FIA ADA.1.1 [FIA UAU.1 FIA UAU.2

FIA ADA.1.2 .
2.2 . (FIA _ADP. 1)
FIA ADP. 1.1
2.3 (FIA _AFL.D
FIA AFL.1.1 [

FIA AFL.1.2 .

2.4 . . (FIA ATA.D
FIA ATA.1.1

.2.5 . . (FIA ATD.2)
FIA ATD.2.1

2.6 (FIA UAU. D
FIA UAU. 1.1

2.7 (FIA _UAU.2)
FIA UAU. 2.1

FIA UAU. 2.2 [
— (FTP);
— (HTTP);
— (POP);
— (SNMP);
Telnet. ]
.2.8 . N (FIA-UID. 2)
FIA UID. 2. 1 .
.3 (FEN)

(FCS _COP. 2)
FCS COP. 2.1
4 (FPT)
(FPT RVM.1 FPT SEP.1D)

4.1 (FPT _RVM. 1)
FPT RVM.1.1
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7-1.4.2 (FPT SEP. 1)
FPT SEP.1.1

FPT SEP.1.2

7.1.4.3 (FPT TSA.2)
FPT TSA.2.1
FPT TSA.2.2 ,

FPT TSA.?2.3

’ o

FPT TSA. 2.4

FPT TSA. 2.
FPT TSA.2.6

(@21

o

7.1.4.4 (FPT TSM. 1)
FPT TSM.1.1
FIA UAU.2.2
FPT TSM. 1.2

a) N
b) ;
c) o
7-1.5 (FAU)
: (FAU )
7-1.5.1 (FAU GEN. 1)
FAU GEN.1.1
a) ;
b) ,

C) s

FAU GEN.1.2

a) ’ ’

b) ,

FAU MGT .

FAU _PRO

FDP _ACF

8
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2C )

FDP SAM .

FDP _SAQ .

FIA ADA

FIA ADP

FIA AFL .

FIA UAU

FIA UID ( )

FPT TSA

FPT TSM ( ).

7.1.5.2 (FAU MGT. 1)
FAU MGT. 1.1 .

7-1.5.3 (FAU _POP. 1)
FAU POPI1.1

7-1.5.4 (FAU PRO.D
FAU PRO. 1.1

7-1.5.5 (FAU SAR. D
FAU SAR.1.1
FAU SAR.1.2

7-1.5.6 (FAU SAR.3)
FAU SAR.3.1
a) [ ID;
b) 1D;
c) ;
d) ;
e) (N O N

7.1.5.7 (FAU STG. 3)
FAU STG. 3.1
FAU STG.3.2
FAU STG.3.3 .
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ACM CAP.1
ADO _1GS. 1
ADV FSP.1
ADV _HLD.1
ADV _RCR.1
AGD _ADM. 1
AGD USR.1
ATE IND.1 B
ATE COV.1 —
ATE FUN.]1
ATE DPT.1 —
AVA SOF.1
AVA VLA.1
7.2.1 (ACM)
7-2.1.1 (ACM CAP. 1)
ACM CAP.1.1D .
ACM CAP.1.2D .
ACM CAP.1.1C .
ACM CAP.1.2C
ACM CAP.1.3C
ACM CAP.1.1E
7.2.2 (ADO)
7.2.2-1 N (ADO 1GS. 1)
ADO 1GS.1.1D
ADO 1GS.1.1C
ADO 1GS.1.1E
7-2.3 (ADV)
7.2.3.1 (ADV _FSP. 1)
ADV FSP.1.1D .
ADV _FSP.1.2D .
ADV FSP.1.1C
ADV FSP.1.2C
ADV FSP.1.3C
ADV FSP.1.1E
ADV FSP.1.2E
ADV _FSP.1.3E

10
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7.2.3.2 (ADV _HLD. 1)
ADV _HLD.1.1D
ADV HLD.1.1C .
ADV HLD. 1. 2C
ADV HLD. 1. 3C
ADV _HLD. 1. 4C .
ADV _HLD. 1.5C
ADV HLD. 1. 1E
ADV _HLD. 1. 2E
7-2-3.3 (ADV _RCR.1)
ADV RCR.1.1D
ADV RCR.1.1C
ADV RCR.1.2C
ADV RCR.1.1E
ADV _RCR.1.2E
7.2.4 (AGD)
7.2-4.1 (AGD ADM. 1)
AGD ADM. 1. 1D
AGD ADM. 1. 1C
AGD ADM. 1. 2C
AGD ADM. 1. 3C .
AGD ADM. 1. 4C
AGD ADM. 1. 5C
AGD ADM. 1. 6C
AGD ADM. 1. 7C
AGD ADM. 1. 8C
AGD ADM. 1. 9C
AGD ADM. 1. 10C
AGD ADM.1.11C
AGD ADM. 1. 1E
AGD ADM. 1. 2E
7.2.4.2 (AGD USR. 1)
AGD USR.1.1D .

AGD USR.1.1C

11



GB/T 18020 — 1999

7. 2.

.2

7.9.

7. 2.

/.2

7. 2.
7. 2.

12

AGD USR.1.2C
AGD USR. 1. 3C
AGD USR. 1. 4C
AGD USR. 1. 5C
AGD USR. 1. 1E

5
5.1

(ATE)

ATE IND.1.1D
ATE IND.1.1C
ATE IND.1.1E

5.2

ATE COV.1.1D

ATE COV.

ATE COV.
5.3

ATE FUN.
ATE FUN.
ATE FUN.
ATE FUN.

ATE FUN.

ATE FUN.
ATE FUN.
ATE FUN.

5-4 —
1D
.1C

ATE DPT.
ATE DPT.

ATE DPT.
6

6-1

AVA SOF.
AVA SOF.

AVA SOF.
AVA SOF.

AVA SOF.
AVA SOF.

1.

1.

1.

1C

1E

(ATE FUN. D)

. 1E

. 1D
.2D

.1C

.3C
.1E

(ATE IND. D)

(ATE COV. 1)

(ATE _DPT. 1)

(AVA)

(AVA SOF. D
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AVA ADM. 1. 2E
AVA SOF.1.3E

7.2.6.2 (AVA VLA. D)
AVA VLA.1.1D ,
AVA VLA.1.2D .
AVA VLA.1.1C .
AVA VLA.1.1E
AVA VLA.1.2E ,
8
8.1
8. 1.1 (0. ACCESS)
T.ISPOOF.T.NATTACK T.DCORRUPT
8.1.2 (O. ADMIN)
T.LACCESS.T.ISPOOF  T.DCORRUPT .
8.1.3 (0. ACCOUNT)
T.LACCESS
8.1.4 (O.PROTECT)
T.DCORRUPT T.AUTH .
8-1.5 (0. AUDIT)
T.NATTACK.T.DCORRUPT T.AUTH
4
0O. ACCESS O. ADMIN O. ACCOUNT O.PROTECT O. AUDIT
T. LACCESS X X
T.ISPOOF X
T.NATTACK X
T.AUDIT X
T.DCORRUPT X X X
T.AUTH X
8.2
8. 2.1 (O.INSTALL)
T.LACCESS, T.ISPOOF, T.NATTACK, T. AUDIT, T. DCORRUPT
T.AUTH .
8.2.2 (O.PACCESS)
T.ISPOOF,T.NATTACK.T. DCORRUPT .
8.2.3 (0. TRAIN)

T.AUTH

T.LACCESS, T.ISPOOF, T.NATTACK, T. AUDIT, T. DCORRUPT

13
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5
O.INSTALL O.PACCESS O. TRAIN
T.LACCESS X X
T.ISPOOF X X X
T.NATTACK X X X
T.AUDIT X X
T.DCORRUPT X X X
T.AUTH X X
8-3
8.3.1 (FDP _ACC.2)
) (0. ACCESS),
8.3.2 (FDP _ACF. 4)
(0. ACCESS),
833 (FDP _ACF.2)
; (0. ACCESS),
8-3.4 (FDP _RIP. 3)
(O. ACCESS).,
8.3.5 (FDP _SAM. 1)
(0. ACCESS) (0. ADMIN) ,
8.3.6 (FDP _SAQ. 1)
(0. ADMIN) (0. ACCESS).,
8.3.7 (FIA _ADA. D)
(0. ACCOUNT) (0. ADMIN),
8.3.8 (FIA _ADP. 1)
. (0. ACCOUNT)
(O.PROTECT)
8-3.9 (FIA _AFL. D)
(0. PROTECT), (0. ADMIN)
(0. ACCOUNT),
8.3.10 (FIA ATA.D
; (0. ACCOUNT),
8-3.11 . (FIA ATD.2)
FDT TSA.?2 . ,
(0. ACCOUNT),
8.3.12 (FIA UAU. D

14
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(0. ACCOUNT),

8.3.-13 (FIA UAU. 2)
8-3.14 , .
FDT TSA.2 FAU GEN.1
(0. ACCOUNT),
8.3.-15 (FCS COP. 2)
FPT TSM. 1
8.3.16 (FRT RVM. D)
(0. PROTECT),
8.3.17 (FPT SEP. 1)

(O.PROTECT),

8.3.18 (FPT TSA.2)
(0. ADMIN),
8.-3.19 (FPT _TSM. 1)

(O. ADMIND,

8.3.20 (FAU GEN. D)
8.3. 21 (FAU MGT. 1)
8.3.22 (FAU _POP. 1)

(0. AUDIT).,
8.3.23 (FAU PRO. 1)

b

(O. ADMIND,

8.3.24 (FAU SAR. 1)
(0. AUDIT) (0. ADMIN) ,
8.3.25 (FAU SAR.3)
(0. AUDIT),
8.3.26 (FAU STG. 3)

b

(0. ACCOUNT),

(FIA _UID. 2)

b

(0. PROTECT).,

(0. ACCESS) ,

(O. AUDIT)

(0. AUDIT)

b

FAU GEN.1.2.a
(0. AUDIT),

(0. AUDIT),
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0. ACCESS

O. ADMIN

0. ACCOUNT

O.PROTECT

O. AUDIT

FDP-ACC. 2

FDP-ACF. 4

FDP-ACF. 2

FDP-RIP. 3

FDP-SAM. 1

FDP-SAQ. 1

X | X | X | X | X

FIA-ADA. 1

FIA-ADP. 1

FIA-AFL. 1

FIA-ATA. 1

FIA-ATD. 2

FIA-UAU. 1

FIA-UAU. 2

FIA-UID. 2

XXX | X | X ]| X]|X|X

FCS-COP. 2

FPT-RVM. 1

FPT-SEP. 1

FPT-TSA. 2

FPT-TSM. 1

FAU-GEN. 1

FAU-MGT. 1

FAU-POP. 1

FAU-PRO. 1

FAU-SAR. 1

FAU-SAR. 3

FAU-STG. 3

X I X | X | X | X]|X]|X

8.4

16
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