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Verisign CA
Verisign
CA Verisign “
CA
Verisign
“ keyman" “ JACK”
“ JACK”
IS “
" ClientCertificateM apping
NT
brute-forceattack
CA
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rabilityscanners
onsystems IDS

IDS
SSL
IDS

SSL

ionDetectionSystem

vulne
intrusiondetecti

SSL
IDS
http
SSL
SSL
SSL
IDS Intrus
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IDS
IDS
IDS DMZ
SSL SSL
IDS
SSL TCP
SSL SSL
IDS
1 Proxy SSL
SSL Proxy
SSL Proxy 80
HTTP
SSL 80
socket OpenSSL
proxy Unix
/etcl/inetd.co
nf inetd.conf inetd

wwwstreamtcpnowaitroot/usr/sbin/tcpd/usr/local/bin/

ssl_proxy.sh

/usr/local/bin/ssl_proxy.sh

#1/bin/sh

/usr/local/ssl/bin/openssls_client-no_tls1-quiet-conne
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ct168.172.100.10:4432>/dev/null
168.172.100.10 SSL

“ -no_tls1” “ -quiet” SSL hands
hake SSL
proxy
SSL proxy 80
proxy SSL

$telnet182.197.110.180GET/HTTP/1.0

182.197.110.1 SSL
proxy SSL 168.17
2.100.10 SSL proxy

proxy IP

SSL

whisker http://w
ww.wiretrip.net/rfp/p/doc.asp?id=21&iface=2 SS
L Whisker RainForestPupp
y script

CGlscript

Jwhisker.pl-h168.172.100.2
--whisker/v1.3.0a/rainforestpuppy/ADM/wiretrip--
-L oadedscriptdatabaseof 1691lines

=Host:168.172.100.2

=Server:Microsoft-115/4.0

+4040bjectNotFound: GET/cfdocs/
+4040bjectNotFound: GET/cfide/Administrator/starts
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top.html
+4040DbjectNotFound: GET/cfappman/index.cfm
+4040DbjectNotFound: GET/cgi-bin/
+403A ccessForbidden:HEAD/scripts/
+403A ccessForbidden:HEA D/scripts/cpshost.dll
+4040bjectNotFound:HEAD/sampl es/search/queryhit.
htm
+4040bjectNotFound:HEA D/adsamples/config/site.cs

+403A ccessForbidden:HEAD/scripts/counter.exe
+403A ccessForbidden:HEAD/scripts/samples/

182.197.110.1 whisker
whisker SSL HTTP 168.172.1
00.10
SSL proxy
sslproxy.c http://
www.obdev.at/Products/sslproxy.html
SSL proxy
stunnel  http://www.stunnel.org/ BrianHatch
OpenSSL
2 OpenSSL
OpenSSL http://www.openssl.org/
SSL
SSL

SSL
command-line SSL
OpenSSL
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SSL OpenSSL
SSL
Apache OpenSSL
mod_ssl( http://www.modssl.org/)
SSL Telnet
80 httpg

et

)
" 3

SSL
80
HTTPS
OpenSSL SSL
OpenSSL

openssl s _client-connectwww.ramsec.com:443
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CONNECTED(00000003)

depth=0/C=US/ST=Washington/L=NewCastle/O=Ra
mpartSecurityGroup

L L C/OU=Web/OU=Termsof useatwww.verisign.com/
RPA

(c)99/CN=secure.ramsec.com

verifyerror:num=20:unabletogetlocalissuercertificate

verifyreturn:1

depth=0/C=US/ST=Washington/L=NewCastle/O=Ra
mpartSecurityGroup

LL C/OU=Web/OU=Termsofuseatwww.verisign.com/
RPA

(c)99/CN=secure.ramsec.com

verifyerror.num=27:certificatenottrusted

verifyreturn:1

depth=0/C=US/ST=Washington/L=NewCastle/O=Ra
mpartSecurityGroup

LL C/OU=Web/OU=Termsofuseatwww.verisign.com/
RPA

(c)99/CN=secure.ramsec.com

verifyerror.num=27:certificatenottrusted

verifyreturn:1

depth=0/C=US/ST=Washington/L=NewCastle/O=Ra
mpartSecurityGroup

LL C/OU=Web/OU=Termsofuseatwww.verisign.com/
RPA

(c)99/CN=secure.ramsec.com

verifyerror:num=21:unabletoverifythefirstcertificate
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verifyreturn:1

Certificatechain

0s:/C=US/ST=Washington/L=NewCastle/O=Rampart
SecurityGroup

L L C/OU=Web/OU=Termsof useatwww.verisign.com/
RPA

(c)99/CN=secure.ramsec.com

i:/C=US/O=RSADataSecurity,Inc./OU=SecureServer
Certification

Authority

Servercertificate

MIICITCCAgICEGJTOhcnU+VNQDZ7fqS1K8UwD
QY JKoZIhvcNAQEEBQAWXZELMAKG
A1UEBhMCVVMxIDAeBgNVBAOTFLITQSBEY XR
hIFNIY 3VyaX R5L CBJomMuM SAwLAY D
VQOQLEYVTZWNI1cmUguU2VydmVylENIcnRpZmljY
XRpb24gQXV0aG9yaX R5SMB4XDTAw
MDEYNDAwWMDAWMFoXDTAXMDEyMzlzNTk10V
owghbsxCzAJBgNVBAY TAIVTMRMwWEQY D
VQQIEwpXY XNoaWw5ndGOUMRMWEQY DV QQHF
ApOZXcgQ2FzdGxIMSMwIQY DV QQKFBpS
YW1wY XJOIFNIY 3VyaX R5I Edyb3VwIEXMQzEMM
A0GA1UECXxQDV2ViIMTMwWMQY DVQQL
FCpUZXJtcyBvZiB1lc2UgY XQgd3d3LnZlcmlzawWdu
LmNVbSOSUEEgK GM pOTkxGjAY
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BgNVBAMUEXNIY 3VyZS5yYW1zZWMuY 29tM 1 G
fMAOGCSqGSIb3aDQEBAQUAAAGNADCB

iQKBgQD+0K9xpPTh79iWWXc5JmTedrgsY NdmwP
5EwfK SPqOk2E8QSRNk8+Huv7h7

h636cDbmlh+J+VUuRO5x5Y P8apUCcqRfIMmMQevTF
zalyCf3SMwm/OKNTs+4tqASkj T

SedbBUGaaY 2A 1V cK Qubyldjc+oX8XoCMoRWy+V
GBKBrLK51t2QIDAQABMAOGCSgG

SIb3ADQEBBAUAA34ANT7v59KwWTVIdIHIV7U4Doc
a+/wQ6ivbyd35K 9hC/wxwE/jnO

oBXFKalvV6mHk9hVz37CtLauUGY | Zb3x7Cw6Gaj
hhPicLi0l6ndH4V FOC4tbUb4t

2yw/6Jy9i+TfsO/Ldcud4KV 0688vi ORWmM6G63+6miLY
HKGNgFMaR3QaXc=

subject=/C=US/ST=Washington/L=NewCastle/O=Ra
mpartSecurityGroup

LL C/OU=Web/OU=Termsofuseatwww.verisign.com/
RPA

(c)99/CN=secure.ramsec.com

issuer=/C=US/O=RSA DataSecurity,Inc./OU=SecureS
erver

Certification

Authority

NoclientcertificateCA namessent

SSL handshakehasread801bytesandwritten312bytes
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New, TLSv1/SSLv3,CipherisRC4-MD5

Serverpublickeyis1024bit

SSL -Session:

Protocol: TLSv1

Cipher:RC4-MD5

Session-ID:

020000001E9F693D9F9D5FF87E6DF24A0BAFC853
91992415991DF3AB74522BCB

Session-ID-ctx:

Master-Key:

08FD7A5E6D058A 45D0855A D359C0428F3BB5A 68
S5SE6D74DFBO9CDABG6D6A2ED7D53

E97147155DC7B9C61B946BEG

Key-Arg:None

StartTime: 963184785

Timeout:300(sec)

Verifyreturncode: 0(ok)

GET/HTTP/1.0

HTTP/1.12000K

Server:Microsoft-115/4.0

Content-L ocation:http://216.182.36.154/index.html

Date:Mon,10Jul200011:41:25GMT

Content-Type:text/html

Accept-Ranges:bytes

Last-Modified:Thu,23Mar200001:41:15GM T

ETag:"305fc7e06894bf1:38441"
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Content-L ength:886

e himi nuhiic =

Webserver

SSL proxy
IS

ForestPuppy
1)

WindowsNT4.0

uhliie “—Ffudcfjdtd himl b_0 1
I Ly Ly

SSL

SSL

Microsoft
W3svcl

S

SSL

Rain

msadc
C:\WINNT\system32\L ogFiles

12:25:4510.0.0.1GET/msadc/msadcs.dl1200
12:25:4810.0.0.1POST/msadc/msadcs.dl 200

IDS

SL

IDS
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SSL CP

U
“ ” SSL
IDS
networksegment
SSL
SSL
SSL
SSL
SSL
SSL

SSL proxy
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WindowsXP

WindowsXP
ndowsXP

X P 3 ”

Wi

Windows
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WindowsXP

” /i

WindowsXP

WindowsXP

WindowsXP

CTRL+ALT+DE
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Windows
XP " "
" "run
dl132.exeuser32.dll,LockWorkStation"
5 ({3 ”
WindowsXP
"Internet "
WindowsXP
” n II/II

"Internet

13 ”
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WindowsXP " " "/
"* scr "
(cH" "
7
WindowsXP
WindowsXP
Shift
8

WindowsX P
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Ctrl+Alt+Delete

WindowsXP
CIS
/ Client/Server
C/S
Browser/Server

B/S
C/S
Intranet
B/S /
C/Ss

B/
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DDN
ISP

AlphaDS20 Alpha

COMPAQ 64 RISC
Alpha 64 64
64 64
SCSI Raid5
RAIDS
66
87
Web IBM Netfinity7100
WEB
Proxy DELL De
|IPowerEdge4400Server

i NUX

P 600 10G 128M

TrueUnix Win2000Server L
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ORACLES8.1.6 SQLServer Il
S Exchange
Developer/20006.0 Delphi5 Drea
mdreaver Flash Photoshop

GB2887 89 GB9361 88
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CIH

KILL98
Win2000
CA

KILL CA
UnicenterTNG

KILL Vxd
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1)

2)

TELNET

TELNET
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3)VLAN

VLAN
VLAN
VLAN MAC VLAN
VLAN VLAN
VLAN VLAN
VLAN
VLAN
VLAN V
LAN VLAN
2 Server
CIS C
CIs
1)

CS
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USERS

USERS
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ORACLE

ORACLE

2)

DML



118

3)
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4)

SCSI RAIDS

SQL
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2 VPN(
VPN

VPN

VPN

Internet
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TCP/IP Internet

Internet
Internet

NGFW3000

VPN
SecutityMessager SJW11
LL98

Kl
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HKEY LOCAL_MACHINE\SYSTE
M\CurrentControl Set\Services\L anmanServer\Parameters

2 Hidden
REG_
DWORD
3 “ DWORD
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1 HKEY_ CURRE
NT_USER\Software\Microsoft\Windows\CurrentVersion\P
olicies\

2 Policies System
3 System
DWORD DisableRegistryTools
4 DisableRegistryTools 1
Windows
1 regedit

2 WHKEY_CUR
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RENT_USER\Software\Microsoft\Windows\CurrentVersio
n\Policies\System

3 System
“ " | DWORD” DWORD
4 DWORD NoDispCPL
NoDispCPL 1
1 Windows regedit
2 Hkey Users\S
oftware\Microsoft\Windows\CurentVersion\Polioies\Explo
res
3 Explores
“ NoSaveSetting” 0 1
4
BackDoor

BackDoor
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BackDoor

HKEY _LOCAL_MACHINE\Software\Microsoft\
Windows\CurrentVersion\Run

2 Run “ N
otepad” BackDoor

Win9x

1 HKEY_LOC

AL_MACHINE\Software\Microsoft\Windows\CurrentVers
ion\Winlogon
2 Winlogon

3 "DontDisplayL astUserName
II’ Illll
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[HKEY _LOCAL_MACHINE\Software\Microsoft\Wi
ndows\CurrentVersion\Policies\Network]
2 “ NoDialln”
DWORD
“ NoDialln”
3 “ NoDialln”

113 ”

“ 1 0

1 regedit

2 HK
EY_LOCAL_MACHINE\SOFTWARE\Microsoft\Window
sNT\CurrentVersion\Winlogon

3 Winlogon

AllocateFloppies
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/“ DWORD "
4

DWORD
0 1 0

AllocateFloppies

HKEY_CURRENT_USER\Software\Microsoft\
Windows\CurrentVersion\Policies\System

2

WORD ”

ge

System

[} ” /“ D

DWORD
1] 1”

“ NoFileSysPa
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HKEY_CURRENT_USER\Software\Micro
soft\Windows\CurrentVersion\Policies\Explorer

2 Explorer
. " [* DWORD ”
3 DWORD NoNetHood
1

4

1 HKEY_CURRENT_US
ER\Software\Microsoft\Windows\CurrentVersion\Policies\
System

2

3 DisableTaskManager

1
4 NoDispA ppearancePage 1

5 NoDispBackgroundPage 1
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1 HKEY_CURRE
NT_USER\Software\Microsoft\Windows\CurrentVersion\P
olicies\Explorer

2 Explorer D
WORD “ RestrictRun”
T

3 RestrictRun S
© 3 R A

« qru o
“ 3 word.EXE notepad.EXE write.EXE
word
1

CURRENT_USER\Control Panel\desktop\ScreenSaveUseP
assword
2 ScreenSaveUsePassword
ScreenSaveUsePassword 0
NTFS
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Windows2000 NT
NTFS

TFS

HKEY_LOCAL_MACHINE\SY STEM\CurrentContro
| Set\Control\FileSystem

2 1] ”
“ DWORD ”
3 DWORD
“ NtfsDisablel astAccessUpdate”
4 NtfsDisablel astAccessUpdate
13 1” O
[13 ” 1 [13 ”
WinNuke
WinNuke
Windows
WinNuke
1

HKEY_ LOCAL_MACHINE\System\CurrentControl Set
\Services\VxD\MSTCP
2 MSTCP
“ " [* D
WORD ” DWORD “ BSDUrgent”
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3 BSDUrgent 0
1 regedit
2 1] ” 13
” .reg
3
“ Scanreg.exe Fi
X" DOS “ scanreg.exe r

estory”
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