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-IDS 1

WiIiNdows 2000 31

WD 39

BIackICE e 74

Windows 2000 (IPSEC) wevvvvieiiiieeeeeeeeeeii 97
Cisco DDOS 105



-1DS

IDS
1 IDS
IDS
IDS
1
2
pattern
3
P
2 IDS

IDS



DS pattern-matching

IDS
HTTP
SSL IDS
URL
HTTP request
IDS
/
3 IDS
1 Network Grep
HTTP HTTP

HTTP-Request-Method URL HTTP/ vers

ion
Packetfactory ngrep
regul
ar expression
ngrep HTTP

#ngrep-iqt“*GETI"HEADI"TRACEI"POSTI*"PUT and
HTTP”
-iqt ngrep



GET HEAD TRACE POST P

Ut HTTP ngre
p http://www.packetfactory.n
et/Projects/Ngrep/
ngrep
Whisker 10.1.1.2 IS
5.0
T 03:37:30.041739 10.1.1.21:2425 -> 10.1.1.2:80
[AP]

HEAD / HTTP/1.0..User-Agent: Mozilla/5.0 [en]
Win95; U ..Referer: http://10.1.1.2/..Connection: clos

T 2001/01/16 03:37:30.108630 10.1.1.21:2426 -> 1
0.1.1.2:80 [AP]

GET /cfdocs/ HTTP/1.0..User-Agent: Mozilla/5.0
[en] Win95; U ..Cookie: ASPSESSIONIDGQGQGLA
C=HDJINBOGBIPOCPNCKOJOPBCFD;path=

/..Referer:http://10.1.1.2/..Connection: close....

T 2001/01/16 03:37:31.842452 10.1.1.21:2427 -> 1
0.1.1.2:80 [AP]

GET /scripts/ HTTP/1.0..User-Agent: Mozilla/5.0
[en] Win95; U ..Cookie: ASPSESSIONIDGQGQGLA
C=HDJINBOGBIPOCPNCKOJOPBCFD;path=

/..Referer:http://10.1.1.2/..Connection: close....

T 2001/01/16 03:37:31.854206 10.1.1.21:2428 -> 1
0.1.1.2:80 [AP]



GET /scripts/cfcache.map HTTP/1.0..User-Agent:
Mozilla/5.0 [en]
Win95; U ..Cookie: ASPSESSIONIDGQGQGLA
C=HDJINBOGBIPOCPNCKOJOPBCFD;
path=/..Referer: http://10.1.1.2/..Connection: clos

T 2001/01/16 03:37:33.644534 10.1.1.21:2429 -> 1
0.1.1.2:80 [AP]

GET /cfcache.map HTTP/1.0..User-Agent: Mozilla/
5.0 [en] Win95; U ..Cookie: ASPSESSIONIDGQGQ
GLAC=HDJNBOGBIPOCPNCKOJOPBCFD;path=

/..Referer:http://10.1.1.2/..Connection: close....

2
ngrep
URL ngrep
URL
urlsnarf Dug
Song dsniff urlsnarf
HTTP
Common Log Format ,
CLF
Apache IS

ngrep urlsnar
f 10.1.1.2 Whisker



# urlsnarf

urlsnarf: listening on ethO

10.1.1.21 - - [16/02/2001:03:58:43 +0530] "HEAD
http://10.1.1.2/ HTTP/1.0" - - "http://10.1.1.2/" "Mozil
la/5.0 [en] Win95; U "

10.1.1.21 - - [16/02/2001:03:58:43 +0530] "GET h
ttp://10.1.1.2/cfdocs/ HTTP/1.0" - - "http://10.1.1.2/" "
Mozilla/5.0 [en] Win95; U "

10.1.1.21 - - [16/02/2001:03:58:45 +0530] "GET h
ttp://10.1.1.2/scripts/ HTTP/1.0" - - "http://10.1.1.2/" "
Mozilla/5.0 [en] Win95; U "

10.1.1.21 - - [16/02/2001:03:58:45 +0530] "GET h
ttp://10.1.1.2/scripts/cfcache.map HTTP/1.0" - - "http://
10.1.1.2/" "Mozilla/5.0 [en] Win95; U "

10.1.1.21 - - [16/02/2001:03:58:48 +0530] "GET h
ttp://10.1.1.2/cfcache.map HTTP/1.0" - - "http://10.1.1.2
[" "Mozilla/5.0 [en] Win95; U "

10.1.1.21 - - [16/02/2001:03:58:50+0530]"GET

http://10.1.1.2/cfide/Administrator/startstop.html HT
TP/1.0" - - "http://10.1.1.2/" "Mozilla/5.0 [en] Win95;
u "

10.1.1.21 - - [16/02/2001:03:58:52 +0530] "GET h
ttp://10.1.1.2/cfappman/index.cfm HTTP/1.0" - - "http://
10.1.1.2/" "Mozilla/5.0 [en] Win95; U "

urlsnarf
TCP 80 HTTP 3128 M

S-proxy 8080 generic/squid proxy



HTTP
urlsnarf
urlsnarf
urlsnarf CLF
CLF
4
urlsnarf
Perl urlsnarf
urlsnarf
U
RL URL
%cgis =  "/msadc/msadcs.dil" => "mdac”,

"/msadc/Sampl es/sel ector/showcode.asp” => "showc
ode",
"[/cgi-bin/guestbook.cgi” => "guestbook",
"/cgi-bin/test-cgi" => "test-cgi",
"[cgi-bin/finger" => "finger",
"/cfdocs/expelval/exprcalc.cfm™ => "exprcalc”,
"/cgi-bin/phf" => "phf",
"[scripts/samples/search/webhits.exe” => "webhits",
"[scripts/iisadmin/ism.dIl" => "ism",
"[scripts/tools/newdsn.exe" => "newdsn",
"[scripts/perl.exe” => "perl_exe",
"[scripts/proxy/w3proxy.dll" => "w3proxy"



%cy URL

UR

msdacs.dl|
MDAC/RDS

URL P

$threshold = 3;

while

urlsnarf CLF
Perl
while
while {
# # parse incoming log line
# $logline = $ ;
# # pick out the IP timestamp andURLfrom the
CLFline

# $logline =~/ S+ +? [+4] 4?7 "+ 4
# $ip = $1;
# $time = $2;
# Surl = $3;
# # select the resource from the URL
# Surl =~ /w+st*/[+? [*  st*/;
# Sresource = $1;
# check if there is a match with theURL



$resource URL resource
URL http://10.1.1.2/msadc/msadcs.dl|
resource /msadcs/msadcs.dl|
URL" ?
URL
P
P

# check if there is a match with the URL

if $cgis{resource} ne "' {

push @{ S$offender_list{$ip} }, $cgis{ $resource} ;

# check if the threshold count is crossed

if $offence_count{$ip}++ > $threshold {

# response to intrusion detected

print STDERR "** $ip " . join " " @{ $offend
er list{$ip} } . "n";

b}

pattern_match.pl urls

narf pattern_match.pl urlsnarf pattern_match.

#urlsnarf| pattern_match.pl

Whisker urlsnarf pattern_
match.pl 10.1.1.2 [1S5.0

** 10.1.1.21 webhits ism showcode newdsn
** 10.1.1.21 webhits ism showcode newdsn mdac
** 10.1.1.21 webhits ism showcode newdsn mdac



w3proxy
** 10.1.1.21 webhits ism showcode newdsn mdac
w3proxy perl_exe

IP 10.1.1.21

10.1.1.2

URL “ URL”

newd
SN
5
IDS
script
IDS

100%
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"Stick"
IDS

IDS
IDS IDS DoS(
) Stick
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Axent

(  Linux,Unix Windows NT,Windows 2000, Windo
ws Me )

AXENT

IBM DIS

(p
cAnywhere) Ghost
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(System Center)

100%
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ID Email 50 HTML J

S
Email
( ) Email body text
=#0000FF
#0000FF #00000 HFFFF
FF white,blcak,yellow,red,blue

body text=red
#F1F5F1 ——

mail

img src=HTTP://lwww.XXX.com/XYZ.jpg
src=

Windows
Windows 98 BUG
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img src=c:\con\con

ndows

Wi

HTML

HTML
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IE Internet

BBS
Internet
BBS IRC
, ICQ MSN OICQ

IRC

V2
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Web

Web

Web
HTML
JavaScript

HTML JavaScript
Web
Socket
IP Port
Socket
Web
Nickna

me
NickName
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HTML  Javascript

OICQ

LockDown 2000 ZoneAlar

HTML
JavaScript

HTML JavaScript
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Ja
vascript HTML

HTML Javascript

113 <>ll

13 <>” 13 <

(www.silversand.net)
GET http:
/Ichat.silversand.net/BANNER?USER=username&
SAY S=%3Ch2%3Ethis+is+test%3C%2Fh2%3E& IM
G=&IMGURL=&
WHOTO=%CB%F9%D3%D0%C8% CB&ACTION=
%CB%B5%BB%B0& as=on& msg=HTTP/1.0 userna
me
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sessionlD

D

sessionlD
sionlD

HTML

sessionlD

sessionlD

sessionlD

Javascript

sessionl

Ses

sessionlD
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Internet
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30

“ htm html htt asp

WORD

98
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3 DOS

Windows DOS
Windows
DOS
DOS
Windows DOS
DOS
DOS
DOS
DOS
Windows
Windows .
MS-DOS " DOS
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“ EXE” ( EXE )

MS DOS
“ ESC”
DOS MS DOS
Windows DOS
2001
DOS DOS
Windows DOS
4
“ htm” “ htt” * asp”
IE “ " OE E MAIL

“ htm” “ html” * htt” “ asp”
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happy time”

em

| am sorry!

JScript.exe

happy time”

“ Rem | am sorry!

113 R

WScript.exe
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KV 3000”

htm” 13

htt” “ html” *

.dbx”
E MAIL

asp
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MAIL OICQ
E-mail
F.EXE EXE

OutL ook

* TXT.VBS*.GI
VBS

OouL 00k2000
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1 OutL ook2000 [

1 ]
N U 1 WIND

ows NOTEPAD.EXE /[ ]
NOTEPAD.EXE
2 NOTEPAD.EXE

[ ] [
I WINDOWS\SY STEM\SHEL

L32.DLL/

R .

, JOKE.TXT/ [ ]
3 [ ]
4 OK JOKE.TXT,
NOTEPAD
OutL ook2000 ,
OutL ook
NO, YES

1 OLE
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NO
[ ] YES

“ NOTEPAD.EXE ”

3 [ ]

OutLo
ok Express OutL ook
MAIL
OutL ook WORD EXC
EL

Windows 2000

Windows2000

Windows2000
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Terminal Server
Windows2000
ABC,

( :C\WINNT) \help

WINIME.CHM

WINSP.CHM
WINZM.CHM

WINPY.CHM
WINGB.CHM

Windows2000
NetBIOS

win2000

M S00-069
Windows2000

NetBIOS

NT
NT
IPCSNull session(

SP3

) NT

Windows2000
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net use \\server\IPC$ "" /user:""//

net view \\server//

net time \\server//

nbtstat -A server//

etBIOS

NetBIOS Remote Machine Name Table
NameTypeStatus

NULL <00> UNIQUE Registered

NULL <20> UNIQUE Registered
INTERNET <00> GROUPRegistered

XIXI <03> UNIQUE Registered
INet~Services<1C> GROUPRegistered
IS~NULL......<00> UNIQUE Registered
INTERNET <1E> GROUPRegistered
ADMINISTATOR <03> UNIQUE Registered
INTERNET <1D> UNIQUE Registered
... MSBROWSE__ .<01> GROUPRegistered
MAC Address = 00-54-4F-34-D8-80



HKEY-LOCAL_MACHINE\SY STEM\CurrentContro
Set\Control\L SA

Value Name: RestrictAnonymous

Data Type: REG_DWORD

Value: 1
Windows2000 NT4
TCP/IIP NetBISO
I nternet (TCP/IP)
(V) TCP/IP
TCP/IP TCP

Windows 2000
Ctrl Press S
crool Lock Windows2000
CAWINNT\  dump
memory.dmp

1 regedt32.exe  Windows2000 32

HKEY LOCAL_MACHINE\
SY STEM\ CurrentControl Set\
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Services\
18042prt\ Parameters

CrashOnCtrlScroll

o O A W

*** STOP: 0xO000000E2 (0x00000000,0x00000000,
0x00000000,0x00000000)
The end-user manually generated the crashdump.
WindowsNT4

Telnet

Windows Telnet

Windows2000 Telnet

2000 2

Telnet

Telnet

Windows2000 Telnet

Telnet Telnet
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elnet
Microsoft Windows Workstation allows only 1 Tel
net Client LicenseServer has closed connection

13 ”

IS
NSFOCUS
1S 4.0/5.0( )
HTTP WEB
Microsoft IS ( / ),
IS HTT
P ASCII s
(
0x81-0x9F, OxEO-0xFC)
s
s
URL, s
ISAPI
IS
AP WEB

(.asp, .ini, .asa ) (.exe
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)
Unicode
Unicode ,
Unicode 1S
Windows2000
s s

http://server/scripts/..%c1%1c../winnt/system32/cmd.
exe?/ct+dir+c:\
s

http://server/scripts/..%c1%1c../winnt/system32/cmd.
exe?/c+copy+c:\winnt\system32\cmd.exe+d:\inetpub\script
S\123.exe
http://server/scripts/123.exe?/c+echo+ ?2+>+C\i
netpub\wwwroot\default.asp
1S 4.0 + SP6
1S 5.0

1S 4.0/5.0
MS SQL Server  SA
Windows2000
MS S
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QL Server MS SQL Server
M
S SQL Server Windows2000
MS SQL Server MS SQL Server
SA
SA  SQL Server

SQL Ser

ver SQL

xp_cmdshell stored procedure(

)

Xp_cmdshell "net user id password /add"
Xp_cmdshell "net localgroup Administrators id /ad

g
MS SQL Ser
ver Administrato
rs
SQL Server SA

MS SQL Server Xp_cmdsh
ell(use sp_dropextendedproc "xp_cmdshell™)
Xxp_cmdshell extended stored proc(

isql
use master
sp_dropextendedproc xp_cmdshell’
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Service Pack 3

Windows2000
85
Web
Web
net Web
Web
Web
Web
1
2 Web
3 Web
4 Web
Web

Web

Web

Web

I nter



Web
SSL  TLS
SSL Netscape TLS
SSL3.0 1 IE5.0
I nternet

Internet JEIN
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O] ISR ES Internet IR
O sE s reiE S LT
O & EREBIHLTRHNE SEEF S J

BehEE 4B
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{8 551 3.0
O #HA 115 1.0
EREETMFEEEHAL ERRAEHES
HEERITRFR AR R HES
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Q, e
O FMHHE s
W BEmsR , MERREEITRLE S _I_j
REIAEE ® |
i mE | ERw |
1IE5.0
Web WEB
HTTP URL h
ttp://www.somewhere.com Web

HTTPS (
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) URL

https://www.somewhere.com

Web W
eb
Web
URL
2
WEEH Hieg WEBHR & 28
HF AR .
i e BFEH
P P mEHoH
{} \NEF&#WM¥EE L R
Fe Az T e AT B 1R
i F e il e
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Certificate e 2 x]

Gaeneral |Details I Cettification Path

L o 1

=1 Certificate Information

This certificate is intended to:
+*Ensures the identity of a remote computer

* Refer bo the certification autharity's skatement For details,

Issued to:  home.da-us.citibank. com

Issued by: v, verisign, comCPS Incorp.by Ref, LIGBILITY
LTD. (2297 YeriSian

valid from 4/19/2000 to 4)20/2001

Inskall Certificate, . | Issuer Skatement |




VeriSign

Web
Web

Web

Web
Web

SSL

User ID: < input type="text" name="user" >
Password: < input type="password" name="passwo
rd">



Login ‘

Web

Web

Web

URL
Web
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DNS WWW.
yourunit.com P
DNS

WWW.yourunit.com
www.attacker.com.
WWW.
attacker.com

VeriSign  www.attacker.com
www.attacker.co

www.attacker.com

Web
web

C++

void ByYourCommand( char* pszData )
{ char szBuffer[ 255];
strcpy( szBuffer, pszData ); ...}

strepy()
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Web

JavaScript Perl

Web

Web
Web

C++ Delphi
Java
Web
Web
Web
Web
Web



|ICSA Checkmark
Microsoft Intel



49

CIH

CIH
95/98 VxD
DOS Windows NT

Internet

Windows
Windows 95/98

Internet——

Interne
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Internet

ternet
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CAB

Vxd VDD Trojan J
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DOS/WINDOWS
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K V3000 ( 1
KV
K V3000
K300+

KV 3000
DOS Windows 3.x Windows 95/98 Win

dows Me Windows NT Windows 2000 KV3
000

113 ” 13 ”

CAB WWPACK
LZH

KV 300 KV3
000

2001 ( 2
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2001 VST
DOS Windows 3x Windows 9x
Windows Me Windows NT  Windows 2000

DOS Windows Unix
ZIP GZIP ARJ CAB RAR ZOO
ARC
2001

235K



KILL2000
3)
Windows 95/98
KILL2000
K
Internet
e HTML
L2000
50
KILL2000

ctiveK

Windows NT

Active

Offic
KILL2000

KIL

ICSA
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KILL200

0 Internet
CA
40 170
KILL2000
KILL2000
Anti-Virus
( 4
DrWeb
Access P
owerPoint Word 2000 Java HTML VBScript
( ) ZIP,
RAR,CAB,ARJ e-mail
K K

DoubleEngine
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E—ivwzom (

5) Windows 95/98 Windows Me Windows
NT Windows 2000
VxD FSDs FileHOOK SYS

Windows
VRV 2001 VR
V2001 Windows
VRV 2001

JAVA
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ActiveX
VRV 2001
AV 95l 11
( 6) AV 95
Internet
24000 , “
, AV 95
" Pluglns( )
(.DLL) AV 95
AV 95I 1|1

AV95

Java Applets

aM
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(7 4 Win9x,Wind
ows Me,Windows2000
Microsoft
VirtualRun
MacroFinger OLE BIFF
SafeMon
B

O Back Orifice NetBus NetSpy Backdoor
YAI 1000

Internet 1000 DoS
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= e
fi \nteme
it
g
| === N
""" Norton AntiVirus
Norton AntiVirus (NAV) Bloodhou
nd
ActiveX  Java Applets
Norton
NAV
NAV N
orton Rescue Zl

P NAV
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100 80 McAfee
PSDE
Virtran
70 90% McAfee 57000 M
cAfee Ja
va Applets  ActiveX I nternet
NO.1
WINSOCK
Winsock Winsock  Windows
Internet Winsock
Windows I nternet

I nternet
Internet
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I nternet

ActiveX Java Applets

E-mail

ICSA Checkmark

"AVP
AV95  AV98
AVP
AVP
System Tray
E-mail
LiveUpda
te 2 AVP
2001

AVP
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jEafULAE

U.' |6+
m .|JJ'---I 4

[l Inoculan AntiVirus 5.0
AntiVirus 6.0

Internet
Inoculan AntiVirus 6.0
va Applets  ActiveX

ﬁf%*fff M

Inoculan AntiVirus 6.0

CA
Ki
Inoculan

Ja

PC-c
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i11in2001

java script ActiveX applet

y " Macro Trap
WebTrap Internet
PC-cillin2001
20 : 19
4
PC-cillin2001

>2

1 Norton AntiVirus 2001 KILL2000
Norton AntiVirus 2001
NAV



NAV
KILL
KILL2000
KILL2000
KILL2000
Norton AntiVirus 2001
2 KILL2000
KILL2000
ICSA
Java A
ctiveX
3 McAfeeb.13 2001

McAfee Internet
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E malil Java Applets  ActiveX

2001

4 AVP

AVP Windows

32 Word Excel
80
AVP
AV P AVP Mo
nitor ActiveX Java Applets
E-mail

AVP
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5 PC-cillin2001 KV3000
PC-cillin2001
Java Applets ActiveX

KV 3000
oS
DOS KVW3000
PC-cillin2001
Pl
6 Inoculan AntiVirus 6.0+
CA

n AntiVirus 6.0
Inoculan AntiVirus 6.0

Inocula
KILL
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NAV

McAfee
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Internet
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CPU

Data Mining
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SRI
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BlackICE

Net
WorkI CE BlackICE BlacklCE Wi
ndows9x/NT/2000
BlacklICE

http://downl oad.yesky.
com/servlet/mydown.yeskydown?tag=4& objI D=584
BlackICE 2.5
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Blackl CE

BlackICE

HTTP
etBIOS P

Blackel CE
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1+ BlackICE by Network ICE
EMHE THD #Bhd

vE | AEE|mE |FE |

IR DT BRYE N E e et

| BfiEl [ =& [ABE it
@ 2001-05-03 15:49:20 HetBIOS port probe 202,99 146 145 B
@ 2001-05-03 15:47:34 Froxy port probe USER 4
@ 2001-05-03 15:47:34 HITF port probe USER z
@ 2001-05-03 15:42:32 HITF port probe HLF g
@ 2001-05-03 15:40:10 FProxy port probe 202.120.120. 1149 g
@ 2001-05-03 15:40:05 HITF port probe 202.120.120. 1149 4
@ 2001-05-03 15:15:08 Proxy port probe Wi g |
@ 2001-05-03 15:15:08 HITE port probe b # 4
@ 2001-05-03 15:06:23 TCF port probe 202.97. 206, 25 g
@ 2001-05-03 14:47:50 SO0CES port probe Win G
@ 2001-05-03 14:42:55 SO0CES port probe 202,96, 56. 54 z
@ 2001-05-03 14:31:55 FProxy port probe Z202.99. 134, 250 4
23 NN =N5-n3 14-13 34 1MF nart nrohe HE 95 46 P00 R ;I

ICE
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<+ BlackICE by Networl ICE
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BE
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hH

202, 96,
Z0E. 97,
Z0Z. 93,
202.99.
Z02.99.
B1.134.
B1. 15T.
B1. 15T.
B1. 180,
QLF

M

g6, 34
206, 25
46. 200
129. 117
146. 145
185, 95
142. 23
146, 211
Z08. 193

I ==

IF: 202.99 135 148
Hode: kT

Group: WINDOWS ME
MAC: 4445553540000

Windows ME



78

e SR TED B @ @
mE | ABE FE R |

= —
it

£ AE

.-

B ey

e
0 {REE

AT&E

44 B
ZE
519, 0k #iEE

—a0 <N
BT
171. 3k EHER

FHIC) | #ERIH)

-_’_é
s

Blackl
CE “ BlacklCE



79

«» BlackICE 5 = ;
B9 |@EalE | HEEE | mEskE | Bl | o | S22 |

BT BlackICE {RIPEHAIHIFIEE I LR .

- 1R A
" {FEh R REIERM A SEE R
g EERT S REIENm ARG R .
O C Yt B R EEm A SRR R
C {EE LFEAE A SRS R

vV BREE
[T fMiF Internet MHH=E
[T fLiF WetBIOS 46FE

W mE | mEw | |




80

£

«» BlackICE ¥¢ &1 : o
B | EaRE | HEEE | aEek | Bl | Ry [BEEE]

EEA P R BB E.

-RT

v RS V ETIERT
- EHhiEL

 BR%E wEER ) =3
- BrhiEA

v AIEBEHET [ AMRERET

C® -

C o

F &

S o

Ib 1alarm, wav EI

T |

W m | mEw | &




81

be aware

CERT(Computer Emergency Response Team)
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NIX NT (local ad
ministrator)

UNIX
UNIX dd
SCSl Linux
(/dev/sdb)
( /dev/sda )
# dd if=/dev/sda of=/dev/sdb
NT

dd



UNIX

UNIX
telnet in.telnetd login su ftp Is p
s netstat ifconfig find du df libc sync inetd
syslogd /etc/inetd.c
onf

NT
" " Back Orifice NetBus

sum
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UNIX cmp

MD5
MD5
UNIX  NT
UNIX
/etc/passwd
/etc/inet.conf
r , rlogin rsh re
Xec /etc/hosts.equiv .rhosts

SUID  SGID
SUID SGID
#find / ( -perm -004000 -0 -perm -002000 ) -type
f -print
NT

"net share"
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eb

pulist.ext

ftp

UNIX
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UNIX

/dev/

ASCII

/dev
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) ) ( UNIX )

NT
UNIX /etc/syslog.conf
NT
NT NT
Event Viewer
NT
ISS

c:winntsystem32logfiles
UNIX

messages
messages
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xferlog

FTP

utmp

wtmp

wtmp

secure

tcp_wrappers
inetd
d

UNIX

FTP

(

secure

tcp_wrappers,

UNIX

xferlog

who

man |ast

RedHat Linux)

inet
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NT

Promiscuous
promi scuous

Promiscu
ous ifconfig
promoscuous (
ifconfig):
#/path-of -clean-ifconfig/ifconfig -a

cpm(Check Promiscuous Mode)--UNIX
ftp://coast.cs.purdue.edu/pub/
tools/unix/cpm/

ifstatus--UNIX
ftp://coast.cs.purdue.edu/pub/
tool s/unix/ifstatus/
neped.c
ftp://apostols.org/AposTolls/s
noapshots/neped/neped.c

promiscuous
promicuous
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Phrack :(Phrack Magazine
Volume 8,Issue 53 July 8,1998,article 10 of 15, Inter
face Promiscuity Obscurity) Fre
eBSD Linux HP-UX IRIX  Solaris
|FF_PROMISC

LKM(Loadable Kernel Model,

KSAT

df

| sof
df

-- TCP/IP LOG -- TM: Tue Nov 15 15:12:29 --
PATH: not_at_risk.domain.com(1567) => at_risk.do
main.com(tel net)
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% grep PATH: $sniffer_log_file | awk '{print $4}"

awk -F( {print $1}’| sort -u

http://www.cert.org/advisories/CA-94.01.
ongoing.network.monitoring.attacks.html

( ‘NIX NFS) ( hosts.equiv
rhosts kerberos )

CERT

http://www.cert.org/tech_tips/intruder_detection_chec
Klist.html

http://www.cert.org/tech_tips/win_intruder_detection
_checklist.html
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CSIRT
/
CERT( )
. http://www.cert.org.cn
CERT (CERT Coordination Center)
http://www.cert.org, CERT

http://www.cert.org/ftp/incident_reporting_form

(.com .edu .net .org )
interNIC ~ whois htt
p://rs.internic.net/whois.html
interNI
C http://rs.internic.net/origin.html
http:
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/lwww.apnic.net/apnic-bin/whois.pl  http://www.aunic.net
/cgi-bin/whois.aunic
F
RST(Forum of Incident Response and Security Teams)
. http://www.first.org/team-info/
http://www.cert.o
rg/tech_tips/finding_site contacts.html

root postmaster

e-mail
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CERT
CERT

CERT

CERT
CERT
http://www.cert.org/advisories/

http://www.cert.org/advisories/
ftp://ftp.cert.org/pub/cert_bulletins

home

.rhost

CERT UNIX/NT

UNIX/NT
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http://www.cert.org/tech_tips/unix_configuration_gui
delines.html

http://www.cert.org/tech_tips/win_configuration_gui
delines.html

http://
www.cert.org/tech_tips/security_tools.html

Tripwire aide
MD5

(logging)/ (auditing)/ (accounting)
sendmail

http://www.cert.org/tech_tips/pack
et_filtering.html
Internet
Interne
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CERT

RFC2196 : ftp://ftp.isi.edu/in-notes/rfc
2196.txt
Windows 2000 (1PSec)
(IPSec)
(1PSec) Internet

Extr
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anet
| PSec

Windows 2000 | PSec
(IETF) 1PSec
Windows2000

ec

ndows 2000

IPSec

beros

Windows 2000
(IPSec)

Active Directory

IPSec

| PSec
Internet

IPS
| PSec
Wi
IP
Ker
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SSL

I ntranet

IP

IPSec

P

3 | PSec

| PSec

|PSec

(LAN) /

I nternet Extranet

SSL We
SSL

Internet
| PSec TCP/IP

TCP UDP ICMP
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Raw 255 IP

P
| PSec
P
P
| PSec
| PSec
| PSec
|PSe
C Diffie-Hellman
Diffie-Hellman
)
IPS
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1
100
SA
480
2
A 2
MP SA
2

768 1023

SA

10
10 10

ISAKMP SA IPSec S
IPSec SA ISAK

A Bob
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B Alice
Alice

PFS

3 “ " (PFS)
PFS

PFS
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“ MDY%"
“ SHA”

13

“ 3DES”

“ Diffie-Hellman

’ (1)”
‘ 2y

3DES
3DES ‘

768
1024

DES”
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SP)

| PSec

(DES)

Windows 2000

| PSec

DES 3DES

Windows 2000

(E

(CBC)
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Cisco DDoS

ip verfy unicast reverse-path

CEF Cisco Express Forwarding

P 1234 CEF
P 1234

Unicast Reverse Path
Forwarding ISP SMURF
P
Unicast RPF
"CEF swithing" "CEF distributed s
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witching" CEF

switching CEF
switching
RPF
CEF RP
F CEF Unicast RPF CEF Cisc
o I0S 12.0 Cisco 10S 11.2
11.3
2 ACL RFC 1918
interface xy
ip access-group 101 in
access-list 101 deny ip 10.0.0.0 0.255.255.255 any
access-list 101 deny ip 192.168.0.0 0.0.255.255 an
y
access-list 101 deny ip 172.16.0.0 0.15.255.255 an
y

access-list 101 permit ip any any
3 RFC 2267 ACL

{ISP} - ISP -

-1 }
ISP
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CL

ISP
ACL
access-list 190 permit ip { } A
} any
access-list 190 deny ip any any [log]
interface { }{ }
ip access-group 190 in
ACL
access-list 187 deny ip { } A
} any
access-list 187 permit ip any any
access-list 188 permit ip { } A
} any
access-list 188 deny ip any any
interface { }{ }

ip access-group 187 in
ip access-group 188 out

CEF
Unicast RPF A
Unicast RPF
CEF
CEF
4 CAR Control Access Rate ICMP

interface xy
rate-limit output access-group 2020 3000000 5120
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00 786000 conform-action

transmit exceed-action drop

access-list 2020 permit icmp any any echo-reply

IOS Essential Features

5 SYN

interface {int}

rate-limit output access-group 153 45000000 1000
00 100000 conform-action

transmit exceed-action drop

rate-limit output access-group 152 1000000 10000
0 100000 conform-action

transmit exceed-action drop

access-list 152 permit tcp any host eq www

access-list 153 permit tcp any host eq www estab
lished

45000000
1000000 SYN flood 30% 50%
burst normal burst max
30%
SYN "show interfaces rate-limit"

SYN

SYN
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SYN
IP Filter IP
6
S
UN Linux
TCPDump shoop
tcpdump -i interface -s 1500 -w capture file
snoop -d interface -o capture file -s 1500
MTU 1500 MTU 15
00
1
1
2
3
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Sun Netscape EnterPrise Server
Web
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ICP ISP
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I nternet

Internet

Web
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TCP/IP

/ TCP/IP
TCP/IP
Internet
TCP
FTP
FTP
PASV
“ PASV "

Inte
rnet 2 Interne

t Internet
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o MindowstEE R HIEETEYL. 5 For Windews92/HT/ 2000
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