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[bootloader]
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default=multi(0)disk(0)rdisk(0)partition(
D)\WIN

NT

[operatingsystems]

multi(0)disk(0)rdisk(0)partition(1)\WINNT
="1-1"
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multi(0)disk(0)rdisk(0)partition(2)\WINNT
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ifconfig )
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[root@machinel/sbin]#ifconfig
ethOLinkencap:EthernetHwaddr52:54:AB:DD:6
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55255128
UPBROADCASTRUNN INGMULTICASTMTU:1500Metric
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RXpackets:44errors:0dropped:Ooverruns:0fr
ame:0

TXpackets:44errors:0dropped:0Ooverruns:0ca
rrier:0

collisions:0txqueuelen:O

eth0
; /dev/eth0

MAC 52:54:AB:DD:6F:61, MAC
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ifconfig ,
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tx queuelen len
ifconfig :
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ethO IP :
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- Win20001P
2002-1-2623:20:48 Windows 2000
Server LAN  LAN. LAN  WAN.
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Windows2000Server
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; - mount ;
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; : mount .o
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message,
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ANermillionFTP: FTPServer, freeware .

mount :
, bug
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mount / /x:/,
SWar_FTP:
FTPServer , ,
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, 2K error
. Sysadmin . mount
C D
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3 A

: MIB,
(get  trap J,
e
3.
MIB :
» MIB
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MIB + 4.

SNMP
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Get. Set  Trap . Get

MIB . Set
MIB .Trap
= SNMPv1 SNMPv2
SNMPv1 ,
= SNMPv1 .
;SNMPv1 - ;
- SNMPv1
. SNMPv2 /
, SNMPv2
Trap = SNMPv2 MIB .,
SNMPv1  MIB-I1, Manager —to
-Manager(M2M)MIB, o
SNMPV3

SNMPv1. SNMPv2 , ,
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SNMP 2
SNMPv3 SNMP
s = ( Command
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> SNMP SNMP
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s ICMP
SUN
ICMP :
: ULT RIX Open VMS,
Windows95/98/98SE/ME ,NTbelowSP4, SUNSolaris

o SUN 1CMP
( fragmented ICMP Address Mask Requests)
. SUN o

Alfredo And resomella SING
SUNSOLARIS27

#/sing-maskIP_Address

SINGingtolP_Address(IP_Address):12databyt
es

12bytesfromIP_Address:icmp_seq=0ttl=236ma
sk=2552552550

12bytesfromIP_Address:icmp_seqg=1ttl=236ma
sk=2552552550

12bytesfromIP_Address:icmp_seq=2ttl=236ma
sk=2552552550

12bytesfromIP_Address:icmp_seq=3ttl=236ma
sk=2552552550
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12bytesfromIP_Address:icmp_seqg=4ttl=236ma
sk=2552552550
---1P_Addresssingstatistics---
S5packetstransmitted,5packetsreceived,0%pa
cketloss
ICMP

o

8 IP
SUNSOLARIS27 ;
(-c2 SING ICMP
b
#/sing-mask-c2-F81P_Address
SINGingtolP_Address(IP_Address):12databyt
es
12bytesfromIP_Address:icmp_seq=0ttl=241ma
sk=0000
12bytesfromIP_Address:icmp_seqg=1ttl=241ma
sk=0000
---1P_Addresssingstatistics---
2packetstransmitted, 2packetsreceived, 0%pa
cketloss
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SUNSOLARIS
0000.

ndd-set/dev/ipip_respond_to_address_mask
broadcast0

ndd-set/dev/ipip_respond_to_echo_broadcas
t0

ndd-set/dev/ipip_respond_to_timestampO

ndd-set/dev/ipip_respond_to_timestamp_bro
adcast0

ndd-set/dev/ipip_forward_directed_broadca
stsO

1) SING :

http://downloadsourceforgenet/sing/SING-1
Ob7tgz

2) ICMP

http://www._sys-security.com
Arp

. dsniff,
filesnarf.mailsnarf. msgsnarf.

urlsnarf. dnsspoof. macof ,
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. . arpspoof,

arp ;
arpspoof
arp . arp .
mac arpspoof
mac . arpspoof :
a b Vlan ,
A ip : 192168137
B ip : 192168135, mac
08-00-20-c8-fe-15
Ip : 192168133, mac
00-90-6d-f2-24-00
a a arp

C:\>arp-a

Interface:192168137
InternetAddressPhysicalAddressType
19216813300-90-6d-f2-24-00dynamic

a ip 192168133
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mac 00-90-6d-f2-24-00
B arpspoof, a

HOSTB#arpspoof-1192168137192168133

8:0:20:c8:fe:150:50:ba:1a:f:c0080642:arpr
eply192168133i1s-at8:0:20

:c8:fe:15

8:0:20:c8:fe:150:50:ba:1a:f:c0080642:arpr
eply192168133i1s-at8:0:20

:c8:fe:15

8:0:20:c8:fe:150:50:ba:1a:f:c0080642:arpr
eply192168133i1s-at8:0:20

:c8:fe:15

8:0:20:c8:fe:150:50:ba:1a:f:c0080642:arpr
eply192168133i1s-at8:0:20

:c8:fe:15

8:0:20:c8:fe:150:50:ba:1a:f:c0080642:arpr
eply192168133i1s-at8:0:20

:c8:fe:15

8:0:20:c8:fe:150:50:ba:1a:f:c0080642:arpr
eply192168133i1s-at8:0:20

:c8:fe:15
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8:0:20:c8:fe:150:50:ba:1a:f:c0080642:arpr
eply192168133i1s-at8:0:20

:c8:fe:15
8:0:20:c8:fe:150:50:ba:1a:f:c0080642:arpr
eply192168133i1s-at8:0:20
:c8:fe:15
8:0:20:c8:fe:150:50:ba:1a:f:c0080642:arpr
eply192168133i1s-at8:0:20

:c8:fe:15
b a arp :
192168133 mac ! ,
a arp :
C:\>arp-a

Interface:192168137

Internet Address Physical Address Type
19216813308-00-20-c8-fe-15dynamic

| a arp , mac

b mac

arp mac
08-00-20-c8-fe-15, b

» a

: a
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b . linux

sysctl-wnetipv4ip_forward=1bsd

sysctl-wnetinetipforwarding=1solaris
ndd-set/dev/ipip_forwardingl

: fragrouter
; , a s
. ettercap . 24x  linux
arp . arp ;
arp ;
arpreply , ,
arpreply, arp
request, arp i),
; arprequest ! ;
; 247
arpreply, arp
- . a
b , ;
b . . a
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.dsniff
arp

Arp
wwwcnhsafenet

sshl .
sshl
arp
ip

macof

arp

dsniff ettercap
arp, unix
mac ;

: arp-f/path/to/ipandmacmapfile ,

arpreply.
arpspoof
_S ,

- windows

arp .
-f ,

ip mac ,

arp-s19216813300-90-6d-f2-24-00, Xp

. window

arpreply

arp .



mac mac ;
arpspoof. arp ,

IP, InternetProtocol, (RFC-791)

ICMP, InternetControlMessageProtocol, (RFC-
792)

IGMP, InternetGroupMulticastProtocol, (RFC-
1112)

UDP,UserDatagramProtocol, (RFC-768)

TCP, TransmissionControlProtocol, (RFC-793)

TELNET, TelnetProtocol, (RFC-854,855)Telnet

FTP,FileTransferProtocol, (RFC-959)

o

SMTP,SimpleMailTransferProtocol, (RFC-821)

SMTP-SIZE, SMTPServiceExtforMessageSize, (R
FC-1870)
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SMTP

SMTP-EXT,SMTPServiceExtensions, (RFC-1869)
SMTP

NTPV2,NetworkTimeProtocol (Version2), (RFC-
1119) 2

SNMP, SimpleNetworkManagementProtocol , (RFC
-1157)

NETBIOS,NetBI10SServicesProtocols, (RFC-100
1,1002)NetBI0S

ECHO,EchoProtocol

DISCARD,DiscardProtocol

CHARGEN, CharacterGeneratorProtocol

QUOTE, QuoteoftheDayProtocol
USERS, ActiveUsersProtocol
DAYTIME, DaytimeProtocol

TIME, TimeServerProtocol

TFTP, TrivialFileTransferProtocol

TP-TCP, 1SOTransportServiceontopoftheTCP
TCP  1SO
ETHER-MIB,Ether-MIB
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PPP,Point-to-PointProtocol
PPP-HDLC,PPPinHDLCFramingHDLC PPP

IP-SMDS, IPDatagramovertheSMDSService
SMDS IP
RIP,RoutinglInformationProtocol

ARP,AddressResolutionProtocol, (RFC-826)

RARP,AReverseAddressResolutionProtocol, (R
FC-903)

POP3,PostOfficeProtocol,Version3, (RFC-172
5) , 3

HTTP,HyperTextTransferProtocol

RPC,RemoteProcedureCal lProtocol, (RFC-1831)
NICNAME ,WholsProtocol, (RFC-954)Whols
DHCP,DynamicHostConfigurationProtocol, (RF

C-1541)
NNTP,NetworkNewsTransferProtocol, (RFC-977)
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1ARP, InverseAddressResolutionProtocol, (RF
C-1293)

RAP, InternetRouteAccessProtocol, (RFC-1476)

IRCP, InternetRelayChatProtocol, (RFC-1459)

RMCP,RemoteMai ICheckingProtocol, (RFC-1339)

MTP,MulticastTransportProtocol, (RFC-1301)

GOPHER, The InternetGopherProtocol , (RFC-143

6) Gopher
LISTSERV, ListservDistributeProtocol, (RFC-
1429)Listserv
Arp
ip mac ,
arpwatch, arpwatch mac

Apr
2123:05:00192168135arpwatch:flipflop192168133
0:90:6d:12:24:0(8:0:20:c8:fe:15)Apr2123:05:02
192168135arpwatch:flipflop1921681338:0:20:c8:
fe:15(0:90:6d:12:24:0)Apr2123:05:03192168135a

« 5 -



rpwatch:flipflop1921681330:90:6d:12:24:0(8:0:
20:c8:fe:15)

arpwatch mac
; snort,
= snort
arpspoof  preprocessor -
, dns
, arpspoof
ip,
, arpspoof

nameserver#tcpdump-n-soports3

tcpdump: Iisteningonhmeo

23:19:2248941719216813541797>19216816853:
32611+PTR?3322410

22021n-addrarpa(45) (DF)

23:19:2249046719216813541798>19216816853:
32611+PTR?3322410

22021n-addrarpa(45) (DF)

TCP/IP

TCP/IP : ;
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TCP/IP

Internet
Internet
. 3 (SP3)”
i (SDNS) *
2 (NLSP) *
i (CLNP) *
2 NLSP(1-NLSP) *
IP CLNP s
SwilPe Intenet . loannidis
Blaze -
s . IP s
: . IP
, Internet -
IP . :
Internet (IETF) Internet
(IPSEC) IP (IPSP)

« 45 -



Internet (1KMP)

= IPSP
IP(IPV4) . IP (IPng  1Pv6)
- . IPSEC
(AuthenticationHeader,
AH) (Encapsulating Security
Payload, ESP). . AH IP
. ESP >
IP AH (Message Authen
tication Code, MAC), 1P ,
- AH,
. AH >
; . IPv4
time-to-live IPv6 hoplimit
AH - RFC1828

« 59 .



AH MDS
s . MD5

IP ESP IP :
ESP ( ) :
ESP - :
ESP 1P ( ):
IP Internet o
IP . ESP :
ESP . IP
IP -RFC1827 ESP
. RFC1829 (CBC)
ESP (DES)-
AH  ESP . s
Internet ,
, Internet ,
1995 8 . Internet (1ESG)
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IPSP  RFC Internet
o RFC1828 RFC1829
RFC . AH ESP
(SHA) MD5(RFC1852)
DES(RFC1851).
. IPSP
, IPSP ,
IPSP ,
. IPSEC
(1KMP),
1BM #
SUN “Internet
(SKIP) ”
PhilKarn “Photuris
Hugo Krawczik i
(SKEME) *
NSA “Internet
HilarieOrman “OAKLEY

= MKMP

=101 -

DES

Internet

Internet

(MKMP)

A

A

A



(PKI).= MKMP

(MasterKey). - SKIP
Diffie-Hellman . RSA s
1996 9 ,IPSEC OAKLEY I SAKMP
. SKIP
IPv4  1Pv6 s
I SAKMP/0AKLEY -Photuris
Photuris
Diffie-Hellman ,
Diffie--Hellman . o
o . Diffie. Ooschot
Wiener . (STS) * .
Photuris “cookie ” .
i (anti-logging) * \
Photuris Photuris
Diffie-Hellman ,
(back-traf ficprotec tion. BTP)
(perfect-for ward secrecy,
PFS)- :
, Photuris RSA SKIP

=102



Diffie-Hellman

. SKIP
Diffie-Hellman

o

Diffie--Hellman .

o

Diffie-Hellman

o

SKIP BTP
BTP  PFS. .
BTP  PFS

Photuris
SKIP(

BTP  PFS.
IP .

. SKIP
. IP

PFS IPSEC

SKIP
BTP PFS SKIP
Photuris .

Diffie-Hellman
Internet ., RSA

=103 -



IPSP

Unix

Internet
DOS
Internet

IPSEC .
IP
Internet

cInternet

o

s IPSP

Windows o

TCP/IP
. Wagner Bellovin

o

,RFC1825  (

=104 -
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IPSP

o

(multicast)
, : Internet
(MBone) IPv6 -
. Internet
Internet IP o
1P :
= RSA :
TCP/1P
s S-WAN( ) s
Internet o
Internet ,
(1PC)
- 1PC BSDSockets
(TLI), Unix %
Internet
1PC . BSDSockets

=105 -



Netscape

( TCP/IP )
(SSL). SSL 3(SSLv3) 1995 12
SSL
. = SSLv3
MD5  SHA R4  DES
; SSL
SSL «( )
= SSLv3 Deffie-Hellman
RSA
Fortezzachip -
Netscape SSL
( SSLref). SSL
SSLeay.SSLref  SSLeay TCP/IP
SSL = Internet (1ANA)
SSL . . SSL
HTTP(https) 443, SSL
SMTP(ssmtp) 465, SSL
NNTP(snntp) 563

=108 -



SSL2 PCT(
)e , SSL  PCT

o

(TheMostSignificantBit)

:SSL 0., PCT 1. .
1996 4 ., IETF (TLS)
(TLSP),
1ESG - TLSP
SSL.
Internet
TCP/IP , ) SSL
PCT, .
( ) IPC N .
IPC
N : Internet
. UDP o
( )

=107 -



1P
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) s TCP/IP
s RFC1421 1424 , IETF
(PEM) SMTP
o . Internet PEM
: PEM
PKI( )- PEMPKI
Internet (I1PRA)
(PCA)
(CA)
PEM PKI

. PhilZimmermann
, PGP(prettyGoodPrivacy). PGP PEM
; PKI s .
- ., PGP
PKI, °

=109~



S-HTTP Web (HTTP)
: = S-HTTP
/ >
= S-HTTP
(Hash) . :MD2, MD5 SHA;
. : DES, DES. RC2, RC4,
CDMF; . :RSA  DSS.
Web -
WwwConsortium, IETF
, Web
- S-HTTP  SSL Web
- S-HTTP “ / o
. SSL
i v o . Terisa
SecureWeb Web
s RSA
: SSL  S-HTTP s
° Internet ,

=110~



MasterCard (  IBM,Netscape,GTE Cybercash
) (SEPP), Visa

( )
(STT) - . MasterCard. Visa

Internet
N (SET) .
Internet

. X509 s

TatuYloenen shel 1 (SSH). SSH

+SSH Unix
. DataFellows
SSH .

(API),
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o

. MIT Kerberos(V4
V5). IBM  CryptoKnight  Netwrok Security
Program, DEC  SPX, Karl sruhe
(TESS) . >

SESAME  OSFDCE KerberosVs
. Yaksha KerberosVs

o

Internet “

API s .

API,
AP1(GSS-AP1).GSS-API(V1  v2)

Austin
(SNP), GSS-API .
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( 1S0/0SI

o

( 1S0/0SI
TCP/IP
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VLAN

(ATM ).

VLAN . ;

s MAC  VLAN
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MAC s

MAC  VLAN MAC
s , VLAN s
VLAN.
VLAN
VLAN .
, VLAN;
VLAN,
VLAN ,
LeaderVLAN(LVLAN), ( )
VLAN, LVLAN VLAN
: LVLAN VLAN :
VLAN LVLAN = VLAN
, VLAN  VLAN s
: LVLAN VLAN
: LVLAN VLAN
Gauntlet ,
VLAN  VLAN s
win2ksrvoradv
n . win2k

=116+~



vpn+nat

nat
nat
nat ;
. 1sdn ,
internet, tcp/udp
vpn
, ip .
, ip, ip
vpn - Win2k
nat , winxp

win2k .

=116 -

vpn
ip

nat
vpn

vpn



, win2k
bug - ,
netshexe.
netshexe
netsh>

setmachine
routing ip nat addinterfacename=
mode=private

3

. hat
, winxp

win2kadv

,hetshexe .

dns : .

=117 -
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; . nat
. hat .
, winxp

{ LocalAreaNetwork )
{ WideAreaNetwork )

(0. 1—100Mbps.
(0. 1—25km)}
(10-8—10-11)

LAN,
(CBX  PABX),

=118+~



(MACJ.

o

) o

LAN WAN MAN
(MetropolitanAreaNetwork), MAN
, LAN 2
IEEEB036 DQDB

( DistributedQueueDualBus .

LAN ;
LAN ;

=119~



CBX.

FDD1.

; LAN

LAN

FDM .

=120+~

LAN

LAN,



LAN
50£ 2

.+ 50£&2

LAN

500

100

=121+~
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= 802 .

25km.
LAN .
. 1km \
1Mbps— 10Mbps. 100Mbps-
2.
LAN .
FDM .
( 10~-400MHZ )=
C )3

3 A

=122



C 2 :
: C 2 :
(midsplit) . 300MHz . 5 116MHz
; 168  300MHz -
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) o

(_CSMA."CDJ). ( ControlToken)
(SloitedRing.) s
1.
(_CSMA.~"CD))
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{ CSMA .
, CSMA

CSMA ; ,

(Jam)

CSMA CSMA.~CD ;

s CSMA.~CD

o

=125 -
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(Full.”Empty)
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13 A
0%

) :
(1)
(2
: 16
40 : :
(3) :
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) o

IEEE802 1508802

LAN :
: LAN
LAN . IEEE
IEEES02 . 150 .
1508802 . . LAN
{ LAMAN.~ RM ), 0S1
0SI.~RM - IEEE802 oSl
/RM ( ) :

o

=129~



L&MAN.~" IM { LE&MAN.~ RM )

) SAP
: SAP
, LLC
LLC { LSAP,
(NSAP), C.D E s
(MSAPJ)  LLC
(PSAP)  MAC
) LLC
IEEES02
1. LLC 1.
2, LLC 2J;
1 :
LLC :
, LLC :
2 :
: : LLC
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. MAC

MAC LLC
MSAP LLC , MAC
- MAC  MAC , MAC
IEEES022 IEEES02

(LLC) ] . LLC

. MAC LLC
LAN
. LLC

IEEE8022 LLC

1) A LLC .
., LLC .
23LLC.”LLC . LLC

o

=131~



33 LLC.MAC

LLC MAC .
. /LLC
1)
{ LSDU) .
2)
LLC .
LLC , LLC
. : . LLC
PDU , PDU
= 1 LLC
LLC PDU,
; LLC1 |



. LLC / MAC

{LLC)
(MAC) :
LLC LLC LLC
LLC /LLC
. LLC PDU
IEEES02
.  LLC :
MAC .
DSAP ;
, , DSAP
, SSAP :
, Ve :
LLCPDU . DSAP 1T
. MAC
DSAP , DSAP  SSAP “0”
. MAC
LLC,
LLC  MAC
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MAC s

LLC s
LLCPDU HDLC
: . 610 LLCPDU
1 PDU
= N(s). N(RJ
s 128 :
N(S) . NCRJ
: 128 :
, P/E 1
,SS
, (RR). (RNRJ
(REJ). RR N (RJ
: - RNR RR
: » REJ
N CR) : s

11 s
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(U PDU)

o

LLC LLC 1
PDU 6.
CSMA / CD
CSMA.~ CD
{ CSMA)
{ CSMA)
( LBT},
1. CSMA

1 :
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1
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3]

1

2]

(1
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3]

1.

CSMA
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NP

NP<Z 1.

(CSMA/CD)
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e ; CSMA.~CD,

CSMA.~CD ;

: CSMA
1) :
L=2.
2) 1 L
1 2a.
3) :
4) :
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) o

Ethernet CSMA.~"CD ,

1 . .
, . Ethernet
500 .
. CSMA.”CD
1. CSMA.”CD
IEEES023 CSMA.~"CD
LAN = CSMA.”CD
{ MAC ) . 150
. LLC MAC
0Sl .
LLC MAC .
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MDI AUl. MDI

, IEEE8023
1 H AUI
, MAC
, MAC
MAC LLC ,
. MAC
(
: C
J .
2. MAC
MAC MAC o
LLC
-« 8
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LLC

J
(SFD)

LLC
CSMA.~CD
LLC

o

CRC .,
3. MAC
IEEE8023

10101011

o

, FCS
(FCS)
(_CRC

64

MAC

=141~

PLS

= MAC

FCS
1518

o



(1)
LLC

MAC
(2

LLC

PAD
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( Jam) .

(4)

1EEE8023MAC 10Mbps
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SlotTime ( ) 512

InterFrameGap (. J9.6
attemptlimit ( ) 16
Backofflimit ( )10
Jamsize ( )32
maxFramesize (. ) 1518
minFramesize { ) 512
addresssize (. ) 48
65 { TokenRing)
IEEE8025

: 01111111,

=144 -



; 01111110

. 618

(5K s km) X
X + - : Ikm  1Mbps
20 . 1 :
=5x10-6%1x1x106+1x2=5+20=25 .
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1.

(1)
IEEE8025 :
. IEEES023  IEEE8024 :

(2 (AC)
AC :
PTVR
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LLC

o = 4 O

2,
1

2]

3]

{ LLC).
. |EEE8025
MAC 0SI
0SI —
SA

MAC
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FC. DA. SA. INFO FS

o

£

(PPP (RRR) :
PDU s
NOVELL
NOVELL NOVELLNetware
PC
. / s
NOVELL :
CNIA)-
Netware 200
: ¢ 3+
TCP/1P) , Novell

- Novell.”Netware
(VAP
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Novell "Netware

. Netware
Novel INetware

. Netware
Netware
Netware , Novell
3Com “
ARCNET o
Novell
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Novell T

. Novell - Novell

= Novell
- . Netware

N Netware
. Netware

. Novel / Netware
1. Novell
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=Novell

. 8
. Novell
Novell .
2 ( SFT)
( FAT)
Netware
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o

: {HotFix)

2%:] i .!:

3 A

SFTNetware

o )
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Netware :
TTS { TransactionTrackingSystem),

. TTS . SFTNetware
1 ”( :l, \
. TTS i TTTS
TTS : TTS

3.
ODI { OpenData
linkInterface), Novell/Netware
o Netware
. ODI Netware
, C
IPX/SPX,Apple, Talk,TCP.-IP ) - ODI
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3 A

oDl . .
: obl
oDl s
NetwareStreams
( IPX.SPX, TCP.~IP. SNA. 0OSI

Streams ,
CLIB . Streams

- Streams StreamsNLM, SPXSNLS,

IPXSNLM, CLSNLM, TLINLM.
. Netware
: C

Netware . o

Netware
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LocalAreaNetwork). 80

, 90
@
@
@
), 8023LAN;
: 8024LAN
LAN
LAN
LAN
LAN.
LAN

. 70
(LAN -

5 LAN

: Ethernet (
, 8025LAN;
(FDDI)

LAN.
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,LAN (WAN)
’ , LAN
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(PC)
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LAN,
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PC

PC

13

=157 -

70

A

3

PC

A



LAN ;

, LAN s
PC , PC
s , LAN
; , LAN
LAN ,
= LAN
LAN s
,LAN PC
LAN
LAN ;
° ,LAN
PC s
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LAN
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PC
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LAN
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LAN

LAN
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LAN

LAN

PC

PC

LAN,

LAN

LAN,
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0RO S

LAN

SR

(NOS)
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LAN

NOS

. NOS

DOS

NOS
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LAN LAN
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= NOS

NOS
NOS -
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, s ,NOS
411
(WAN), (LAN)
@ :
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( . . ) -
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(4) PC ) :
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®) | :
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Xchange) PBX(Private Branche Xchange)
HSLN(High SpeedLocal

Network).
LAN WAN
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, LAN -
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1SO. I1EEE802 . NBS.
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1BM (TokenRing) (CambridgeRing)
- FDDI ,
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MAN . ?
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LAN
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( MODEM)

FDM .
1
LAN LAN.
( ),
LAN 500 s
,900
LAN
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o 100
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3 o
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